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is an assessment of the impact of the most significant and important-to-know
data protection issues from around the globe. It’s not the full story, just a quick 3-minute
read, collated and condensed to keep you updated with the latest news in our ever-
evolving industry.

GDPR & AML: Why Financial Services must align
KYC, CDD and data protection

Digital onboarding and Al-powered verification are reshaping the way Financial Services
screen customers. As these processes become more data intensive, Anti Money
Laundering (AML) and GDPR requirements can no longer operate in silos.

Our latest blog explains why Know Your Customer (KYC), Customer Due Diligence (CDD),
and data protection need to work together. We explain where compliance blind spots
typically arise and the steps firms can take to protect customers and remain compliant.
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CANADA & UNITED STATES

Ontario’s IPC publishes updated guide to Privacy
Impact Assessments (PIAs)

Released on 12 November 2025, the guide is designed to help institutions subject to the
Freedom of Information and Protection of Privacy Act (FIPPA) and the Municipal Freedom
of Information and Protection of Privacy Act (MFIPPA) conduct mandatory PIAs.

It introduces a four-step methodology and outlines the required elements of a PIA,
including the purpose and legal authority for collection, categories of personal information,
retention periods, and the safeguards in place to reduce privacy risks.
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Organisations operating under FIPPA, and by good practice MFIPPA, should now adopt
the new methodology and check that their PIA templates include all mandatory
information.

New York Al Companion Models Act enters
into effect

From 5 November 2025, the Act imposes new duties on systems designed to simulate
social interaction. Al companions may retain personal details, tailor responses to user
preferences, and encourage continued interaction.

Providers must now:

¢ Clearly disclose the interaction is with Al and provide reminders every three hours of
sustained use

e Detect and respond to signs of self-harm or suicidal ideation, directing users to
crisis-support services

¢ Maintain safeguards to prevent psychological manipulation or exploitation

Enforcement falls to the New York Attorney General, with civil penalties up to $15,000 per
day for violations.

With companion-style Al tools gaining rapid adoption among young and vulnerable users,
organisations should ensure these protections are built-in and documented from the
outset, not retrofitted after launch.

California passes Bill to improve age assurance

Assembly Bill 1043 will require operating-system providers and app stores to send an age-
bracket signal to apps when downloaded and opened. It aims to strengthen age
assurance and better protect children online.

Users will be grouped into four age ranges: under 13, 13-15, 16—-17, and 18+. Once an
app receives this signal, it may be deemed to have ‘actual knowledge’ of a child user,
potentially triggering stricter obligations under laws such as the Children’s Online Privacy
Protection Act (COPPA) and the California Consumer Privacy Act (CCPA).

The law allows civil penalties of up to $7,500 per affected child for intentional violations.
Organisations offering apps should now review whether their systems and workflows align

with device-level age signalling, update how they handle minors’ data, and prepare for
heightened regulatory oversight.
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UNITED KINGDOM

ICO report emphasises safeguards in HealthTech Al

On 14 November 2025, the Information Commissioner’s Office (ICO) published its exit
report on the Visual Intelligence project — an Al-enabled falls-prevention system
developed by Eclipse Digital Solutions and Geutebruck UK for use in health and social
care settings.

The report emphasises the need to:

o Clearly establish data protection roles (controller, joint controller, processor)
¢ Document necessity and proportionality assessments for sensitive health data
e Embed Privacy by Design from the earliest development stage

It also encourages organisations developing Al, Internet of Things, or sensor-based
solutions to review their Data Protection Impact Assessment (DPIA) workflows, map roles
clearly, and ensure proportionate safeguards when monitoring vulnerable people or
handling health data.

EUROPEAN UNION

European Commission unveils Digital Omnibus

On 19 November 2025, the package was officially announced. This
wide-reaching proposal is designed to streamline EU regulation and reduce the
administrative burden for businesses.

Key proposed reforms include:

¢ Updates to the General Data Protection Regulation (GDPR)
e Targeted amendments to the EU Al Act
e Modernised cookie rules to improve user experience
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e Improved access to data via the Data Act by merging four existing pieces of
legislation into one

The release has sparked much debate across the EU with some viewing it as a necessary
evolution of the GDPR, and others warning it may dilute long-standing protections.

, with early insights from our Data Protection Officers.

EU adopts faster cross-border complaint process

On 17 November 2025, the Council of the European Union adopted new rules to
streamline how national data protection authorities deal with cross-border complaints
under the General Data Protection Regulation (GDPR).

The changes will:

 Harmonise admissibility criteria so all Member States assess complaints on the
same basis

¢ Standardise rights for complainants and organisations under investigation

¢ Introduce deadlines for investigations to be concluded within 15 months (or
12 months for simplified cases)

« Enable simpler cooperation procedures for straightforward cases, allowing
authorities to settle investigations without triggering the full cooperation mechanism

The regulation enters into force 20 days after publication in the Official Journal and will
apply 15 months thereafter. Organisations with cross-border processing should review
governance structures, reduce bottlenecks in regulatory engagement, and ensure their
documentation can withstand increased scrutiny.
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Singapore introduces Health Information Bill (HIB)
to Parliament

The Bill aims to overhaul how healthcare providers process and share patient health data
via the National Electronic Health Record (NEHR) system. Under the Bill, all healthcare
service providers licensed under the Healthcare Services Act (HSA) or authorised by the
Ministry of Health (MoH) must:

¢ Contribute data to the NEHR

Implement measures to protect patients’ health information, including timely updates
to systems and software

Ensure staff are equipped to safeguard cybersecurity

Report cybersecurity incidents and data breaches

Store, reproduce, and transmit data in line with the Bill's requirements

Organisations should now review their data governance frameworks to check alignment
with these requirements, clarify roles for contribution and access, and reassess any third-
party arrangements or cross-border analytics that may fall under increased regulatory
scrutiny.

LOOKING

We are recruiting!
To support our ongoing requirement to continuously grow our remarkable and
extraordinary , We are seeking candidates for the following positions:

o Data Protection Officers (United Kingdom)

o Data Protection Officers (The Netherlands)

¢ Data Protection Officers (EU)

o Data Protection Officers - Life Sciences (United Kingdom)
o Data Protection Coordinator - Life Sciences (Poland)

¢ Chief Revenue Officer (United Kingdom)

If you are looking for a new and exciting challenge,


https://www.healthinfo.gov.sg/overview/introduction/?utm_campaign=DPIA&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-8JzpPmgt7CDC32KX77JkJlVlE2MTRvTzxYsVL6maohBIIK2yTd2lYZF9pVWq8lsX0rGWhd
https://www.dpocentre.com/join-the-dpo-centre/?utm_campaign=DPIA&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-8JzpPmgt7CDC32KX77JkJlVlE2MTRvTzxYsVL6maohBIIK2yTd2lYZF9pVWq8lsX0rGWhd
https://www.dpocentre.com/join-the-dpo-centre/?utm_campaign=DPIA&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-8JzpPmgt7CDC32KX77JkJlVlE2MTRvTzxYsVL6maohBIIK2yTd2lYZF9pVWq8lsX0rGWhd

roLLow us oN Linked m

Copyright © 2025 The DPO Centre, All rights reserved.
You have been sent this newsletter under legitimate interest, for more information please read our
The DPO Centre is a limited company registered in England and Wales (Company Number: 10874595)

The DPO Centre Group | London | Amsterdam | New York | Toronto | Dublin


https://uk.linkedin.com/company/dpo-centre?utm_campaign=DPIA&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-8JzpPmgt7CDC32KX77JkJlVlE2MTRvTzxYsVL6maohBIIK2yTd2lYZF9pVWq8lsX0rGWhd
https://thedpia.com/privacy-policy?utm_campaign=DPIA&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-8JzpPmgt7CDC32KX77JkJlVlE2MTRvTzxYsVL6maohBIIK2yTd2lYZF9pVWq8lsX0rGWhd
https://the.dpocentre.com/hs/preferences-center/en/direct?data=W2nXS-N30h-GQW21mynm4ffwWhW3F9F-12RP0JvW3M8-ky2WrjVWW1BCq7m4r7ZdBW4rwVkf2YtDh6W4pzCW-49NS8yW3_rhJG3C2NsmW49vqX94r74QZW2FRGHG2FJ760W41DRjx2Rw1wlW4tt_663gsw2yW4mvF8y4cGhP9W3ggY2d3K3mLcW1BN8b03GSrl9W1LzMKS1Np1xmW32JqJV30rr4KW3VQ2RB3DWBGKW2s-px_32s5CkW4kv2pv2FTl-0W3_tLhH1XcrxdW43XtW723kfq_W2F_nd02Y9NSmW2Rktnr1S13CGW3XMHjt36mWFnW41DW9H3jbz3bW3S-PgQ2MzjDZW45G-TX3NTWSlW3Zx1rb49Dt1WW2TpPtz3R5dn3W2CPsbT2sFtryW4cGhmr43HxtBW2PTKHN2y03Y3W2TQXd23_rGrpW3VWpjy36jfmQW3LRJ1n4kfXtFW2F-Y-L4mbnTfW2HHCyZ2PTnlzW2Tz6BD36hR18W2Yx2xl1QdVNlW36h0jk3SZX7wf3_GkQ604&utm_campaign=DPIA&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-8JzpPmgt7CDC32KX77JkJlVlE2MTRvTzxYsVL6maohBIIK2yTd2lYZF9pVWq8lsX0rGWhd
https://the.dpocentre.com/hs/preferences-center/en/page?data=W2nXS-N30h-H0W1XxqY03R13r_W3Cc5R62PDW9sW4cPmr21Z94R3W47zJ-M2w5gmrW3Cb8sv4mmxs1W2F-DYM2RNwhPW3VRDG02FBpGnW3g7WV73VHLTpW4cB_zr34G9mFW3P2xvs2WN_9vW2RSn3D4tx2NwW3gw3MY3LTnpNW2sQ-Zg2HQ9C4W2FWty236hR5WW3BTPHf2MzLlXW2s_Ffx3DL0p2W32syXg3h_QG2W4pDSq_2HB4NqW38gLgM2y0W4GW1SvTBL2RRYDrW43PVbm1LmZrnW3G-ww32PM_tNW3dxtbs2RMn5nW1S8y4-3zgCGhW2-HzQN47L2-dW4mKLrp2t1gjcW32BCjX3_X5_GW30KVbv2-KJGnW2FYsXc2FKq0VW1_v18K2qQmNCW3g0qfd2-H8HvW2FtYGQ3btNgwW30LJZY2qVYzlW1NymK-30KtxwW3d38Qc4hm5b8W2-rGXf3VxshyW4rfNgL2HVRYPW4kvqN-3F00m3W4cvBvy4kJbWKW36j_RZ4kBQK3f34z8gV04&utm_campaign=DPIA&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-8JzpPmgt7CDC32KX77JkJlVlE2MTRvTzxYsVL6maohBIIK2yTd2lYZF9pVWq8lsX0rGWhd

