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is an assessment of the impact of the most significant and important-to-know
data protection issues from around the globe. It’s not the full story, just a quick 3-minute
read, collated and condensed to keep you updated with the latest news in our ever-
evolving industry.

Data Privacy Day 2025: Navigating privacy in
Canada

Data Privacy Day is celebrated globally and offered the opportunity for Canadian privacy
professionals to consider the unique challenges and emerging opportunities for
businesses operating under both federal and provincial laws. With federal legislation
stalled and provinces stepping in to fill critical gaps, organisations need to stay ahead of
regulatory changes and prioritise data governance.

Our latest blog features insights from privacy experts Constantine Karbaliotis and Sylvia
Klasovec. Highlighting the importance of proactive compliance and alignment with global
standards, their perspectives help organisations navigate the evolving regulatory
landscape in Canada.

CANADA & UNITED STATES

White House issues EO to bolster Al in US

On 23 January 2025, the White House issued an Executive Order (EO) titled ‘Removing
barriers to American leadership in artificial intelligence’. The EO aims to enhance the
nation’s dominance in Al to promote human flourishing, economic competitiveness, and
national security. It mandates the development of an Al action plan within 180 days and
rescinds previous policies perceived to hinder innovation.

The new order revokes EO 14110, signed by former President Joe Biden, which
emphasised the safe and trustworthy development of Al. As the focus shifts from risk
mitigation to rapid innovation, companies may face fewer regulatory hurdles when
developing and deploying Al models.
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Washington State data privacy bill passes first
reading

On 28 January 2025, House Bill 1671, concerning personal data privacy, passed its first
reading in the Washington State House of Representatives. The Bill aims to enhance
‘consumer rights, such as the ability to access their personal data, correct inaccuracies,
request deletion, and opt out of processing for the purposes of targeted advertising.

The Bill outlines several requirements for data controllers, including:

¢ Responding to authenticated consumer requests within 45 days of receipt, free of
charge

¢ Providing consumers with a secure and reliable means to exercise their rights

e Limiting the collection, processing, and transfer of personal data to what is strictly
necessary to provide a specific product

e Conducting data protection impact assessments for high-risk processing

OPC issues statement on PowerSchool breach

On 20 January 2025, the Office of the Privacy Commissioner of Canada (OPC) issued a
statement concerning the recent data breach at EdTech company, PowerSchool. The
breach occurred in December 2024 and affected educational platforms used by numerous
schools across Canada, compromising sensitive personal information of students and
educators.

The OPC expressed concerns about the potential impact on children’s personal
information and emphasised the need for robust security safeguards. Find out how The
DPO Centre has supported educational organisations in protecting student information by
reading our
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UNITED KINGDOM

ICO publishes guidance on ‘consent or pay’ models

On 23 January 2025, The Information Commissioner’s Office (ICO) published new cookie
compliance guidance on ‘consent or pay’ models, which allow people to choose between
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agreeing to personalised adverts or paying to access an ad-free service. The guidance
states that organisations using ‘consent or pay’ models must be able to demonstrate that
consent has been freely given and include an assessment of these models in their DPIA.

The guidance also sets out a framework of factors organisations should consider when
conducting an assessment, including:

¢ |Is there a clear power imbalance between you and the users of your product or
service?

e Have you set an appropriate fee for accessing your service without personalised
advertising?

¢ Does your core service offer comparable products or services to those who choose
to consent or pay?

¢ Do you present choices equally to users, with clear and understandable information
about what each choice means and involves?

EUROPEAN UNION

Privacy group files 6 complaints against Chinese
corporations

On 16 January 2025, privacy group noyb (None of Your Business) filed six complaints
against the Chinese corporations TikTok, SHEIN, Temu, AliExpress, WeChat, and Xiaomi
for unlawfully transferring European users’ personal data to China. The complaints argue
that China is an ‘authoritarian surveillance state’ without adequate data protection
measures and call on data protection authorities to immediately suspend these transfers.

This action underscores the necessity for organisations to ensure compliance with the
General Data Protection Regulation (GDPR) when conducting data transfers outside the
EU. To learn more about effectively managing the risks of international data transfers, read
our blog,

EDPB publishes draft guidelines on

pseudonymisation

On 16 January 2025, the European Data Protection Board (EDPB) adopted its Guidelines
01/2025 on Pseudonymisation, setting out the legal and technical requirements for
effective pseudonymisation. The guidelines provide two important legal clarifications:

1. Pseudonymised data is still personal data and is therefore subject to the GDPR
2. Pseudonymisation can reduce risks and make it easier to use Legitimate Interests
as a legal basis, as long as all other GDPR requirements are met

They also explain how pseudonymisation can help organisations comply with data
protection principles and implement safeguards to prevent unauthorised identification of
individuals.

The guidelines are open for consultation until 28 February 2025.
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Chinese-made DeepSeek banned in Italy

On 20 January 2025, Chinese-made DeepSeek released its latest open-source language
model, R1, which quickly became the most downloaded app on Apple’s Top Free Apps
chart. The company claims that R1 was built at a fraction of the cost of industry-leading
models, such as OpenAl, and can exceed their capabilities.
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Italy’s data protection authority, the Garante, has banned DeepSeek pending further
investigations, with other EU authorities initiating similar concerns about its data
processing practices.

Privacy experts warn that DeepSeek's data handling poses substantial risks, given
China’s differing privacy and security standards. David Smith, DPO and Al Sector Lead at
The DPO Centre, stated, ‘Like many services before it, DeepSeek appears to offer a free
service in return for unfettered use of submitted data, with no true user control.’
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We are recruiting!
To support our ongoing requirement to continuously grow our remarkable and
extraordinary , We are seeking candidates for the following positions:

o Data Privacy Officers (Canada)
o Data Protection Officers (United Kingdom)

e Data Protection Officer - Life Sciences (United Kingdom/The Netherlands)
o Data Protection Officers (The Netherlands)

o Data Protection Support Officers (United Kingdom)

¢ Recruitment Coordinator (Maternity Cover) (United Kingdom

If you are looking for a new and exciting challenge,
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